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Introduction

This deliverable is a technical review and assessment of the performance impacts from the design of SAP application security. This document will offer an analysis of the application security design conducted with respect to performance considerations. Issues that may be raised as part of this analysis may include, but not be limited to: the number of roles, the number of profiles, how many tiers define roles, and the average number of transactions per role. This document will conclude with an overall assessment, suggestions for changes, and provide visibility to potential areas/components that may present performance problems.

SECTION 1 Scope

The scope of this document is to capture any SAP application security issues associated with the design and implementation of SAP application security.  The focus of this document is to provide best practice guidelines for any possible performance issues associated with the approach, design and implementation of application security. This document will not take in to consideration anyR/3 performance issues associated with Physical Data Center, Local Area Network, Wide Area Network, Firewall, Router, Operating systems and Database Level security issues.  

SECTION 2 Design Considerations and Recommendations

2.1 Three-Tiered Approach

Based on the industry’s best practices, a Three-Tiered security approach will be used for the Core Financial implementation.  Single roles will be created. Security will be implemented into the following levels:

Tier 1: Agency – This level will provide access to common transactions for any user logging on to R/3 in the affected instances.  The Security team owns this layer since the transactions to be put in it are activities that support the general use of the R/3 system.  Some examples of these activities are access to print, online help, SAP office, etc.  This avoids duplicating these same transactions in every job role throughout a landscape.  Changes here affect all users, reducing the administrative load for the security team, and speeds up the response time to users.

Tier 2: Functional Area – This level will provide each functional team with the flexibility to incorporate all transactions that any end user would need in a specific R/3 module.  This provides an efficient way to make a change for a group of users.  With the three-tiered approach, the same type of change can be made in one location.  Going forward, as new releases are implemented, this core level should remain stable since only job roles will need to be created.  Testing time will also be reduced since the access in the core and organization levels will be known so only the interactions between this and the new job role access must be tested.

Tier 3: Job – This level will define the transactions and authorizations that make the end-user job unique in the system.  Any sensitive, company specific access is placed in this role.  Additionally, it provides a place to put any cross application access needed to support “fringe” or crossover users without affecting other users.  If there is a job role that is used in two different business units, it will be restricted by modifying the authorization object based on the organizational element structure.

2.1.1 Recommendation

Efficient use of RAM is the second major benefit besides the ease of maintainability in using the three-tiered approach vs. the general method.   The profile generator approach uses about 25% to 75% of the space required.

Each time a user logs on, a specific amount of system memory is allocated to the user.  The number of user authorization objects associated with each user’s access affects how much memory needs to be set-aside for them to use.  This can have a large effect on system performance.  The number of users multiplied by the number of authorizations for each user equals the amount of system memory that will be taken away from general system usage.  Studies have shown that a job role defined using the three-tiered approach may use up to 75% less user buffer per user. By multiplying this impact to the total number of users, the performance impact is quite significant.

2.2 User Buffer

For performance reasons, names of all of the authorizations included in a user master for a user are buffered in a table.  After logon, the profiles are expanded in the user master record.   Authorizations for a user are kept in the so-called user buffer in main memory.  As of Release 3.1G, this user buffer is stored in the database for performance reasons.  It is only updated when the user master record has changed.

2.2.1 Recommendation

In a standard (out of the box) R/3 installation the user buffer can deal with up to 1,000 authorizations.   The default value is set to 800 for a standard R/3 system.  If a user has more than 1,000 authorizations the value for the profile Auth/auth_number_in_userbuffer can be set to 2000.

2.3 Authorization Trace affects performance

System traces are used to record authorization checks for any user sessions.  To execute a system trace, start transaction ST01 and run the transaction with which you are having the authorization problems.  This process will capture the authority check in the trace with the object’s field and the tested value.

2.3.1 Recommendation

Caution: Using ST01 impacts system performance; it slows the system down.  Before using the trace option to determine the root cause for an authorization problem try to use other methods (SU53, Confirming Profiles etc) to resolve the issue. Try to use ST01 in the TST or STG instances to determine the authorization problem.

2.4 Deactivating Authorization Checks

Authorization objects are checked whenever a R/3 Transaction is performed.  For the authorization check to be successful, the user must have the appropriate authorization.   For this reason, users may receive more authorization than necessary, which leads to increased maintenance load.

For example; if a warehouse worker removes goods from the warehouse, and the remaining stock falls short of a critical limit, the system triggers either a purchasing order, a production order, or both. These operations are carried out because of the system settings and therefore require no further actions by warehouse workers. Accordingly, these workers should not have authorizations for purchase or production orders, so the check against this object should be deactivated.

For this and the following reasons you may deactivate the authorization checks:

· Not all authorization objects are used

· Authorization fields are usually maintained with an asterisk (*)

· Large authorization profile

· Each transaction is checked by S_TCODE

· Needless authorization checks reduce transaction performance

2.4.1 Recommendation

In R/3, many authorization objects may go unused by most customers.  Also, authorization checks are carried out whenever they are specifically written into the source code of a transaction.  However, with transaction SU24 you can set check indicator to exclude certain authorization objects from authorization checks without changing the program code. This deactivation results in clear authorization profile and better performance.

2.5 Structural Authorization in Personnel Development

Structural authorization is designed to provide a more detailed security environment.  Depending on the level of complexity of structural authorization the system performance can be dramatically affected.  This impact is dependent on several factors such as; volume of data, R/3 functional configuration, complexity of structural authorization profiles and quality of structural authorization profiles.

2.5.1 Recommendation

Avoid Structural authorization if you are not implementing the PDORG piece of the HR.

2.6 Expensive Transactions

Expensive Transactions are the SAP provided and custom transactions that cause a substantial performance impact to the system due to inefficient use of system resources. Security is not a cause of slow performance. Abusive use of these transactions could cause major performance issues. It is recommended that the following transactions be locked in a production environment:

SE16:  This transaction sequentially reads the contents of a data table. The system doesn’t check that limiting selection criteria have been entered but does place a suggested limit on the number of records to be returned (usually 100-200). This transaction can lead to substantial performance problems due to the sheer mass of data being read.

SE11: This transaction allows the user to display and maintain a table definition.  Within this transaction there is an option available to display the content of the table, which could cause similar performance issues as SE16.  SE11 should be locked in production as no users should ever need or be able to change or create a data dictionary definition in production. The use of this transaction should be restricted to power users/applications support personnel who may need its use in solving a production support issue.

SE12: This transaction allows the user to display a table definition.  Within this transaction there is an option available to display the content of the table, which could cause similar performance issues as SE16. The use of this transaction should be restricted to power users/applications support personnel who may need its use in solving a production support issue.

SQ01 : ABAP or INFOSET query can be a useful reporting tool and should not be restricted. Queries generally have to be set up be a developer and have a user administration aspect where users must be assigned to a query user group.

SQV1: Quick view is even more powerful than SE16 and should be limited to select users.

SM30/31: Any user in production should not need ‘Maintain Table Views’. The display function for table views is supported in SE16.

2.6.1 Recommendation

Do not allow any access to the SE11 and SM30/31, and, restrict access to SE16, SE12, and SQV1.

SECTION 3 Security Design Assessment for NASA

The Security requirement deliverable provided by the Process IPT team will drive the security design effort.  Based on the workplan, this deliverable will be provided at the end of Conference Room Pilot (CRP) 3 activities.  The following chart was created based on the available work in progress (WIP) copy of the expected deliverable.  This chart is the summary of the number of associated transactions per each role and the expected number of users per role. 

	Number of Transactions Range
	Number of Roles
	Role
	Number of Users Per Role

	75+
	2
	Buyer

Sales Order Processor
	167

10

	50 – 74 
	7
	Vendor Payment Processor

Account Maintainer

Customer Payment Processor

Sales Invoice Processor

Procurement Report Generator

External Information Generator
	20

8

10

8

22

11

	40 – 49
	3
	Contracting Officer

Management Information Generator

Period Closer
	69

11

6

	30 – 39
	1
	Master Schedule Manager
	5

	20 – 29 
	14
	Accounts Payable Certification Processor

Accounts Payable Intra-Agency Payments and Collections Processor

Payment Transmitter

Customer Master Maintainer

Budget Administrator

Project Administrator

Requisitioner

Financial Data Maintainer

Financial Information Analyzer

Interface Coordinator

Journal Entry Processor

Travel Authorization Processor

Travel Payment Processor
	13

19

N/A

16

10

19

206

786

4

11

4

15

4

6

	10 – 19
	16
	Payment Auditor

Vendor Invoice Processor

Vendor Master Administrator

Electronic Receipts Processor

Budget Maintainer

Project Planner

Assessment Cycle Administrator

Assessment Cycle Maintainer

Cost Center Maintainer

Cost Element Maintainer

Internal Order Maintainer

Procurement Approver

Procurement Team Lead

Requisition Approver

Data Entry Validator
	N/A

8

1

11

73

234

4

4

4

N/A

4

51

18

140

12

	5 – 9
	11
	Collection Processor

Deposit Processor

Network/ Activity Maintainer

Cost Administrator

Acceptor

Purchasing Vendor Master Maintainer

Labor Cost Analyst

NSMS Purchasing Analyst

NSMS Distribution Analyst
	7

7

235

27

2

N/A

1-2

1

1

	1 – 4 
	26
	Budget Report Designer

Budget Report Processor

Consumption Data Processor

Contractor Cost Report Administrator

Contractor Cost Report Analyst

Contractor Cost Report Processor

Fund Reserver

Health & Human Services (HHS) Processor

Miscellaneous Accrual Analyst

Agency Health & Human Services Processor

Reimbursable Manager

Receivables Processor

Straight Line Accrual Analyst

Material Master Maintainer

Receiver

Template Maintainer
	177

226

5-10

12

88

62

52

9

4

N/A

N/A

N/A

4

N/A

29

N/A


3.1.1 Approach for optimizing security roles

As mentioned earlier in section 3.2 (User Buffer), in order to improve performance, the User Buffer utilization will need to be minimized by reducing the number of transactions associated with a role.   Priority for evaluating the roles will be based on the number of transactions and number of users associated with a particular role.  Functional team members will be asked to review these roles based on the priority and reduce the number transactions assigned to these roles.  Restricting the number of transactions assigned to each role will assist in maximizing memory available for transactional processing by minimizing the amount of memory required for each user session.  It has been observed through SM04 (Systems Monitoring transaction), that memory allocation is directly related to the number of transactions assigned to each user during their entire session.

In order to further assist the functional team members, during the integration test period, the usage log for the test user ids will be used to evaluate their usage of transactions.  This data will be provided to the functional team members to assist them with the analysis.  After go-live, a similar approach will be used to evaluate the user activity and the log information will be provided for evaluation to the functional team members.

SECTION 4  Summary

Based on previous security implementation experience, the proposed security configuration meets the performance consideration requirements.  Aside from managing and optimizing the authorization buffer, security does not have any significant direct performance impact on the system. The security administrator has techniques like the three-tired approach, and tools like SU24 that are available for their assistance.  

As mentioned earlier, access to the Expensive Transactions must be controlled to ensure system performance from the application security perspective.

Also, the security team will assist in identifying the roles with a high number of transactions.  User activity logs will be provided to the functional team members for further analysis of the role usage.

SECTION 5 Next Steps

In order to keep this document current, the Technical Architecture team will work closely with the IPO Security team to obtain the delta between the original security profiles document and the resulting profiles.  Based on previous security implementation experiences, the security profiles will require modifications resulting from the testing phase.  A process will be defined to gather these updates from the IPO Security team and make the necessary adjustments to the matrix contained in this document.  

At this point, it is too early to determine the roles and associated transactions for the future Wave rollouts.  Currently, this document only includes data for the Pilot Center implementation.  As the Application Security is defined for future waves, this document or additional security deliverables will continue to be updated appropriately.
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