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Abstract
This document is the Risk Management Plan for the National Aeronautical and Space Administration (NASA) Marshall Space Flight Center (MSFC) Integrated Financial Management Program (IFMP) Core Financial Project.  The scope of this document includes the management and technical subject areas required by NASA Procedures and Guidelines (NPG) 7120.5. 

This document is organized in compliance with NPG 7120.5 and includes twelve sections and five appendices.

Key words:  Integrated Financial Management Program (IFMP), Risk Management Plan, Core Financial Project

Preface

This document is under configuration control of the IFMP Core Financial Project Office.  Changes to this document will be made by Document Change Notice (DCN) or by complete revision.  Questions concerning this document should be addressed to:

            Pamela H. Cucarola

            IFMP Core Financial Project Manager

            RS02

            Marshall Space Flight Center

            Huntsville, Alabama 35812
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1.0 Purpose 

This document is the Risk Management Plan for the IFMP Core Financial Project.  The purpose of the Risk Management Plan is to establish the strategy for managing risks for the Core Financial Project.  Roles and responsibilities for each level of Project risk management as well as standard processes and techniques for identifying, analyzing, planning, tracking, and controlling risks are documented.  This plan also addresses the top risks currently identified by the Core Financial Project.  Risk mitigation strategies and steps have been developed, and emerging NASA risk management techniques have been addressed where applicable.  The Risk Management Plan was developed within the overall guidelines of the IFM Program Risk Management Framework and NPG 7120.5. 
1.1 Drivers

The overarching goal of the IFM Program is to improve the financial, physical, and human resources management processes throughout the Agency.  The IFM Program will affect every NASA employee and have a significant impact on the Agency’s ability to successfully implement its strategic plans.  Implementing these kinds of projects is very difficult.  However, the rewards for successful implementations are substantial in terms of improving decision- making capabilities, increasing accountability, reducing inefficiencies, and leveraging the full potential of employees and business partners.  In order to succeed, it is essential that the Core Financial Project implement sound fundamental project management principles.  A strong risk management process is key to maximizing the team’s effectiveness, maintaining credibility, and ensuring that the Core Financial Project achieves NASA’s objectives.

2.0   Introduction  

In accordance with NPG 7120.5, NASA Program and Project Management Processes and Requirements, “Risk management planning shall be developed during the formulation phase, included in the Program/Project Plans and executed/maintained during the implementation phase.  Each program/project shall follow a continuous risk management process.   The methods and tools may be tailored for each program/project.”  The following figure represents the continuous risk management model from NPG 7120.5.
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Figure 2.1—Continuous Risk Management Model 

The Core Financial Project will incorporate the Continuous Risk Management Model which highlights the specific methodologies to be used for risk identification, analysis, planning, tracking and controlling.  The Risk Management Model reflects the process details and related procedures.  The Model will also be used as a continual assessment of the project risk profile. 

2.1 Risk Management Overview

Within the Core Financial Project setting, a risk is defined as a situation, event, or condition potentially having a negative impact on or otherwise endangering the IFM Program achievements in support of Agency and functional drivers, and Core Financial Project goals and objectives within known resource, schedule, and all quality constraints.  The objective of risk management is to identify risks and either eliminate or mitigate their consequences in a cost-effective manner. Risk management consists of performing the tasks necessary to assess, control and communicate risks.  During the development process, important unknowns critical to success will unfold as the project proceeds.  These unknowns are often risks.

The key to accommodating them is to recognize that you cannot know everything that may happen.  Anticipating potential problems as early as possible, and evaluating the potential impacts and consequences of alternative action, is a continuous requirement throughout the project life cycle.  Carefully assessing the challenges inherent in any project is the first step in implementing a successful risk management plan.

Attributes characterizing risks include:

· Likelihood of occurrence

· Potential impact

· Risk Severity

· Timeframe 

· Organizational source (the organization with the most influence over the risk realization and outcome).
Risk attributes play a role in determining the response to the risk.  In general, the higher the likelihood of occurrence, the greater the potential impact, or the longer the duration of the impact, the more resources an organization is willing to allocate to respond to the risk.  The response is more urgent as the start of the impact grows closer.  The longer the time between risk-realization and start of impact, the more time available to take action after the risk is realized.  When the organizational source of the risk is external, escalation and external actions are often required to respond to the risk.  However, the responsibility to manage the risk remains internal.

The uncertainty associated with risks differentiates risks from issues, challenges, and problems. When a situation, event, or condition is certain to occur, the decision to allocate resources in response is relatively straightforward.  When the occurrence and impact are not certain, allocation of resources might wrongly be viewed as wasteful or as unnecessarily diverting resources from other important activities.  

A risk management process is planned and implemented throughout all levels of the project.  Risk management activities are documented, reviewed and reported.  IFMP has determined that identified risks should be associated with one or more of the following four risk categories:

Cost
· Budget and staffing

Schedule
· Formulation, implementation, and deployment schedules

Integration/Technical
· System module deployment

· Integration complexities

· Information technology (IT) infrastructure

· Performance

· Technology

Mission Success
· Agency business drivers and Core Financial functional drivers

· Functional requirements

· Gap in system functionality versus requirements

· Change management (successful reengineered process implementation)

· Business disruption

· Rollout/deployment

2.2 Process Overview

Risk management is a process designed to prevent or reduce risks and their impact throughout the Core Financial Project’s life cycles.  The risk management process is based upon the Software Engineering Institute (SEI) Continuous Risk Management Paradigm.  Risk management comprises purposeful thought as to the sources, magnitude and mitigation of project risks and results in actions directed at reducing those risks.  The Core Financial Project risk management process addresses the key tenants of effective project risk:

· Risk management is a continuous process that occurs throughout the project’s life cycle. 

· Risk management is an integral part of the project management decision-making at all levels. 

The SEI has identified five phases of continuous risk management.   Each risk will go through these functions sequentially, but the activity occurs continuously, concurrently, and iteratively throughout the project life cycle.  The five phases are listed and briefly discussed below.
Risk Identification 

The Core Financial Project will search for and locate programmatic risks before they impact the system implementation.  The major areas of risk for the Core Financial Project, which are inherent to any major commercial off-the-shelf (COTS) software implementation, include schedule, cost, integration/technical, and mission success. 

Risk Analyses   

Risk analysis consists of estimating the likelihood and the consequences of the risk and the timeframe in which action must be taken on an identified risk to avoid harm.  Additionally, risks are classified and prioritized based on risk severity, computed as the product of (probability of occurrence) X (impact of occurrence).

Risk Planning

Identified risks are addressed by deciding on the appropriate handling option and developing and executing commensurate mitigation strategies. 

Risk Tracking 

Identified risks and the progress of mitigation actions are tracked.  Periodically, risk status, trend analysis, and success of mitigation efforts are reported to the Core Financial Project Manager and IFM Program Director.  Feedback on both program and project risk activities, and emerging risks are continuously provided to program/project staff and communicated to key stakeholders and customers.

Risk Control

Periodic management reporting identifies deviations from approved risk mitigation strategies, which will then be corrected.

This Risk Management Plan is the result of the risk management planning activities. It will be revisited periodically to assess for changes that might require restatement of the goals and objectives, scope, and plan.  The Risk Management process will be used continuously during the distinct project phases (see Figure 2.2).
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3.0 Risk Management Principles  

The risk management process is grounded in the following set of principles developed as a result of assessing deterrents to effective risk management and best practices employed by software projects similar to IFMP.  These principles provide a framework for effective risk management.
Table 3.1—Principles of Risk Management

	Global perspective
	· View Core Financial implementation within the context of the NASA IT architecture

· Recognize both the potential value of opportunity and the potential impact of adverse effects

	Forward-looking view
	· Establish upper management commitment and direction with regard to the need and importance of risk management

· Manage project resources and activities while anticipating uncertainties

	Open communication
	· Encourage free-flowing information at and among all program/project levels

· Enable formal and informal communication

· Engage independent external reviews and assessments to identify additional risks and offer informed advice

· Track status and communicate results of risk management activities

	Integrated management
	· Make risk management an integral and vital part of IFM Project management

· Adapt risk management methods and tools to the Core Financial Project’s infrastructure and culture

· Develop risk-handling strategies that are commensurate with risk severity

· Use measurements as early warning device

· Formalize risk status reporting

       —Utilize bottoms-up and/or top-down risk analysis and identification techniques where applicable

	Continuous process
	· Sustain constant vigilance

       —Identify and manage risks routinely through all phases of the project’s life cycle, including developing mitigation strategies and contingency plans

	Teamwork
	· Assign responsibilities for managing specific risks to the appropriate management level and individuals

· Provide continuous risk management training for team

· Communicate lessons learned between projects and between implementing Centers


It is not possible or practicable to eliminate all risks.  The costs incurred to eliminate or reduce risk must be weighed against the benefits.  In most projects, Pareto’s law applies:  20 percent of the individual risks represent 80 percent of the potential for project failure.  Risk management also includes taking action to control risk.  Reacting to assessed risk starts with evaluating potential risk handling actions, includes selecting a handling alternative, monitoring its implementation and continuously re-assessing its effectiveness.

4.0 Roles and Responsibilities

The organizational structure of the Core Financial Project’s members leading the risk management process is presented in Figure 4.1. 
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Figure 4.1 —The Core Financial Project Risk Management Organization
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Table 4.1—Roles and Risk Management Responsibilities
	ROLE
	RESPONSIBILITY

	Project Manager
	Oversees risk management as an integral part of project management:

· Approves risk management plans

· Approves risk management actions

· Oversees risk-response escalation (to Program, Center, Agency) actions

· Obtains risk management training for project personnel

· Monthly report status, trend analysis, and success of mitigation efforts of Core Financial Project’s top risks to Program Director and external entities 

	Risk Manager

(Deputy Project Manager)


	Actively manages all the Core Financial Project risk management activities, including: 

· Risk management planning, risk identification, risk analysis, risk response, and risk-response evaluation

· Risk management documentation, tracking, and communication, including:

—Documenting the risk management plan and its updates

—Assembling all risks and preparing summary reports

—Overseeing risk database maintenance

—Communicating risk management activities and outcomes

· Providing risk management recommendations to the Core Financial Project Manager

· Performing quarterly reassessment of risks (re-evaluating severity and incorporating new risks)

· Receiving and reviewing reports on top risks for each receiving Center

	Project Control Lead
	· Provides early warning of cost overruns

· Communicates cost risks to the Risk Manager

· Assists the Risk Manager in responding to cost risks

· Provides early warning of schedule slippage

· Communicates schedule risks to the Risk Manager

· Assists the Risk Manager in responding to schedule risks

· Provides early warning of Earned Value Management performance concerns 

· Communicates Earned Value Management performance concerns to the Risk Manager

· Assists the Risk Manager in responding to Earned Value Management performance concerns

	Quality Assurance 
	· Identifies and reports quality related risks to the Risk Manager

· Assists the Risk Manager in responding to quality related risks

	Change Management Lead
	· Identifies and reports risks regarding the end-users’ knowledge, willingness, and ability to make the changes necessary for the Core Financial Project’s success, including:

         —Adequate communication to stakeholders and customers

         —Adequate training to end-users, system administrators

         —Adequate documentation for users 

· Assists the Risk Manager in responding to related risks

	Systems Engineering

Lead
	· Identifies and reports technical risks to the Risk Manager

· Assists the Risk Manager in responding to related risks

	Core Financial Steering Committee/ Configuration Control Board
	· Identifies and reports risks related to:

         — Uniform configuration at all installations

         — Configuration change management    

· Assists the Risk Manager in responding to related risks


5.0 Risk Identification

Risk identification is the first step in the risk assessment process.  The purpose of identification is to consider risks before they become problems and to incorporate this information into the project management process.  Risk identification depends heavily upon open communication and a forward-looking view to encourage all personnel to bring forward new risks.  Anyone in the project can identify risks.  The description of the risk should be clear, concise, and sufficiently informative so the risk is easily understood.  

Each member of the Core Financial Project Team is encouraged to identify and report potential risks in their focus area.  Each Team Lead will continuously project forward the logical outcomes of current strategies, plans, and activities, exercising their expert opinion and judgment to identify new risks.  Risks identification is an integral part of the weekly team member meetings. 

Newly identified risks are discussed weekly at project team meetings in order to determine the appropriate management strategy.  The Risk Manager assigns responsibility for addressing each risk.  Risks judged to be program related or Integration Project related are referred to the Program Director or Integration Project Manager as appropriate. The Integration Project will in turn refer any Core Financial-related risks to the Core Financial Project Manager.

Appendix A provides the assessment of the top Core Financial Project risks as identified by the Core Financial Project Management and the Implementation Contractor Manager and depicts the Core Financial Project’s baselined risks.  These risks were formulated based on industry benchmarking, lessons learned from prior NASA experiences, and prior implementation experiences encountered by the Implementation Contractor.    

Various tools and techniques can be used to assist in risk management.  Method Delivery Manager (MDM) has been selected to maintain the Core Financial risks.  This tool allows the project to capture and track identified risks as well as to control activities performed for risk mitigation.  The Core Financial Project Team will update ongoing risks and perform risk tracking in MDM throughout the life cycle phases of the project.

Risks will be evaluated from two perspectives:  Top-down assessment, from a mission success perspective; and bottoms-up assessment that concentrates on the individual contributors to risk. Risk identification/analysis tools and techniques to be used by the Core Financial Project include:

a. Fault Tree Analysis

b. Historical data

c. Lessons Learned

d. Individual or group expert judgment

e. Detailed analysis of the work breakdown structure (WBS), resources and schedule.

Reference Appendix B, Risk Identification/Analysis Tools and Techniques, for more detail.

6.0  Risk Analysis

The Core Financial Project will perform risk analysis that identifies the likelihood and consequences of each risk and the timeframe in which action must be taken in order to avoid marginal, critical, or catastrophic impacts.  The risks will be tracked and monitored using the risk database, MDM.  

Risks have been analyzed and associated to the project phase (i.e., Agency Design, Pilot Center Implementation, Agency Rollout) that will be impacted should the risk be realized.  Current project phase/timeline association is depicted in the matrix below while recognizing that the timeframe association will be adjusted as the project moves forward.

	Near-term (Agency Design)
	The project must take action on the identified risk or will be impacted by the risk in the next 90 days.

	Mid-term (Pilot Center Implementation) 
	The project must take action on the identified risk or will be impacted by the risk in the next 90 – 180 days.

	Far-term (Agency Rollout)
	The project need not take action or will not be impacted by the risk in the next 180 days.


Additionally, identified project risks are assessed to determine the probability of occurrence, impact to the project if the risk does occur, and the overall severity level for each risk (probability X impact).  Below are the probability and impact determinant matrices used as guidelines for these assessments.

6.1 Probability Assessment

Each risk will be assigned a high, medium, or low probability of occurrence based on the following risk probability matrix. 
	Low (1)
	· The event could, but probably will not happen 

OR

· Historical evidence suggests this to be an unlikely occurrence



	Medium (2)
	· The event has a reasonable likelihood of occurrence

	High (3)
	· This event is very likely to occur

OR

· Historical evidence suggests this to be a likely occurrence

OR

· This has happened in other organizations of similar size




6.2 Assessment of Impact

The matrices that follow are used to assess the impact of each risk according to the identified risk category.  When a risk is associated with multiple risk categories, the risk’s impact in each associated category is assessed and documented (tracked).  The risk category having the highest impact level is used to compute risk severity.

	Risk Impact Criteria: Cost

	 Low (1)
	· Impact limited to task or activity

OR

· Project budget overruns can be fully covered by partial use of project funding reserves



	Medium (2)


	· Project budget overruns can be fully covered by full use of available project reserves 

	High (3)
	· Project budget overruns or other negative budget events impact program funding available for pending modules, causing a delay in initiating new modules and/or eliminating planned modules




	Risk Impact Criteria: Schedule

	Low (1)
	· Individual task is completed late but project control dates still can be met

	Medium (2)


	· Project control date(s) missed, but project end date is not slipped

	High (3)
	· Performance-related issues or decision making delays cause project end date to be missed 


	Risk Impact Criteria: Integration/Technical

	Low (1)

 
	· Noticeable, but acceptable system performance degradation during peak periods

OR

· Software does not support some in-place desktop equipment but upgrades are scheduled/expected

OR

· Though some functionality is lost, system module viability does not depend on availability of interfaces



	Medium (2)


	· Unacceptable system performance degradation during peak load periods

OR

· Software does not support some in-place desktop equipment and no upgrades are scheduled

OR 

· Significant modular functionality dependent on availability of interfaces



	High (3)
	· System performance is unsatisfactory during periods of normal operations

OR

· System solutions incompatible with NASA’s IT standards

OR

· Overall system viability depends on availability and integrity of interfaces

OR

· Inability to satisfactorily integrate modules results in the IFM system becoming a collection of stovepipe systems



	Risk Impact Criteria: Mission Success

	 Low (1)
	· Minor functionality is lost due to requirements/functionality gap

OR

· Functionality loss is acceptable; no gap closure is necessary

OR

· Minor staff resistance encountered; no additional transition support required

OR

· Unable to deploy new software on a small number of workstations; could be addressed by workstation sharing or dedicated workstations

OR

· Limited amount of technical or functional integration benefit not met by a module



	Medium (2)


	· Significant level of functionality is lost due to requirements/functionality gap

OR

· Unmet functionality can be accommodated by process changes 

OR

· Workarounds exist to offset loss of functionality

OR

· Significant, additional transition support required to overcome staff resistance

OR

· Additional software bolt-ons required to facilitate deployment

OR

· Overall integration architecture or specific integration technology/tool performs substantially below program expectations



	High (3)
	· Major functionality is lost in requirements/functionality gap

OR

· Additional software is needed to close gap and make system module viable

OR

· No workarounds exist to alleviate major functionality loss

OR

· New system is rejected by users

OR

· Changes to COTS software required to facilitate deployment of new software in IFMP IT environment

OR

· Integration architecture or key integration technology/tool fails to meet objectives of the program

OR

· Module fails to achieve one or more functional drivers or is substantially below expectations for multiple functional drivers


6.3 Risk Severity Determination

Using the probability and risk impact matrices, each risk is assigned a probability and impact rating in each of the four risk categories.  Using these ratings, a risk severity assessment matrix is generated for each risk and each category.  Using the numeric values associated with low, medium, and high, the severity is determined by multiplying the probability number by the impact number.  The highest level of severity identified for a risk across the four categories determines that risk’s severity. IFMP has determined that for the purposes of calculating risks, probability and impact will be weighted equally.
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Figure 6.1—Risk Severity Assessment Matrix

7.0 Risk Handling, Management, Tracking & Control

The following paragraphs describe the handling, management, tracking, and control processes applicable to project level risks.

7.1 Risk Handling Rules

The program has established the following risk handling for the associated risk severity calculations.

· All high (6, 9) severity risks require either a mitigation plan or, if assumed, a contingency plan.

· Medium (3, 4) severity risks may require mitigation plans.  The Project Manager may recommend that a mitigation plan be written, and may recommend a mitigation approach.

· Low (1, 2) severity risks typically do not require a mitigation plan.

7.2 Risk Handling Options

The standard IFMP risk handling options are:

Transfer
—Reallocate the risk to others

Accept
—Do nothing; prepare written rationale; may develop contingency plan if needed

Watch
—Monitor risk attributes; establish metrics; establish trigger points and contingency options

Mitigate   
—Eliminate or reduce likelihood of occurrence or impact; identify contingency option.

The risk handling rules developed in conjunction with the risk severity determination are to be followed where applicable.  Where a handling option is not specifically determined by risk severity, the risk owner will assign a handling option.  

7.3 Risk Management

The Risk Manager assigns each approved risk to the appropriate staff member or organizational entity.  Each person or organization that is assigned a risk becomes a risk owner, responsible for managing the assigned risk.  For each assigned risk, the risk owner is responsible for:

· Developing a mitigation strategy as appropriate

· Developing a contingency plan as appropriate (requires authority of Program Director to execute)

· Obtaining Project Manager approval of mitigation strategies and contingency plans

· Implementing approved mitigation strategies

· Establishing effectiveness measures

· Incorporating risk mitigation activities and milestones in the project schedule

· Recording mitigation actions taken

· Periodically evaluating effectiveness of mitigation strategies and altering ineffective strategies

· Identifying and carrying out continuous monitoring steps

· Periodically reporting status, trend analysis, and success of mitigation efforts of assigned risks to the Program Director and external entities.

7.4 Risk Tracking & Control

Risks will be monitored by the risk owner to determine the effectiveness of the mitigation strategies.  Over time, the determined severity for a mitigated risk should decline, or worse, remain the same.  Also there is a real possibility of a risk that was initially identified as a low severity increasing to a medium or even a high risk.  Should the mitigation strategies prove ineffective in reducing risk severity, additional or alternate mitigation strategies will be introduced.  Activities associated with mitigation strategies will be incorporated into the project schedule.  Periodic management reporting against this schedule will alert the Project Manager of deviations from the mitigation strategy.  Should a risk materialize into a problem, the Program Director may authorize the Project Manager to invoke the contingency plan, where one exists.  

Risks will be tracked and managed in the MDM project management toolset utilized by the Core Financial Project Implementation Contractor.  Risk-related actions are addressed weekly at the individual team member meetings, team lead meetings and project status meetings.  Additionally, the Core Financial Project will conduct a monthly risk review meeting to monitor risk status and address monthly risk reporting.  As new risks are identified the risk database will be updated.  Each risk must have a risk statement (condition/consequence), mitigation statement, project phase/timeline, severity rating, and impact category developed.  Additionally, each risk is assigned a risk owner. These elements will be updated throughout the life cycle phases of the Core Financial Project.  

The Core Financial Project Risk Profile (Figure 7.1) depicts the projection of overall expected risk (mission success, integration/technical, and schedule risks) over the life of the project. The risk profile has been annotated to explain significant, but expected, changes in risk. The Core Financial Project will conduct reassessments of risks at scheduled review milestones. The risk profile will be updated to reflect actual changes in risk.  Explanations for these changes will be annotated on the profile.
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Figure 7.1—Core Financial Project Risk Profile 

8.0 Communications and Reporting 

The Core Financial Project has adopted the risk communications and reporting process recommended by the Program Risk Management Framework.  Appendix C illustrates the risk communicating and reporting process.

Core Financial Project level risks are identified, analyzed, tracked and reported by the Project Manager and staff.  Independent reviews and assessments will provide an objective, external source of potential risks and recommended mitigation activities.  For further definition of the independent review and assessment process, refer to Section 20.3, Independent Assessment, of the Core Financial Project Plan.

The Core Financial Project Office identifies and prioritizes Core Financial risks and determines the top risks, which will receive expanded management scrutiny. As part of periodic status reporting, the Core Financial Project Manager will communicate the status of risk management activities to the Program Director, Core Financial Project Steering Committee, and Center Management.   Additionally, risk status reporting will be presented at the Quarterly Program Risk Review.
8.1 Risk Management Facilitation
The Core Financial Project Manager has appointed a Risk Manager to facilitate the risk management process.  The primary objectives of the Risk Manager are to get the process moving and keep it flowing.  Specific roles are identified in Section 4.0 of this plan.  Figure 8.1 illustrates some of the activities and points in the risk management process where facilitation is advantageous.
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Figure 8.1—Risk Management Facilitation 

9.0  Risk Database

The Core Financial Project will utilize the risk management tool embedded in the MDM toolset utilized by the Implementation Contractor.  Appropriate policies and procedures governing access rights, attributes, and update controls have been established.  The implementation methodology and tools utilized by the Implementation Contractor were significant drivers in making the decision on the appropriate tools to be utilized by the Core Financial Project.  

The risk management MDM database serves as the official risk record for the Core Financial Project.  The database assists the risk manager and risk owners in continuously monitoring their assigned risks.  The database risk record captures specific information such as the risk owner, responsible team, timeline, risk statement, mitigation statement, overall severity rating, and the mitigation action steps taken in a given time period.  Additionally, documentation will be attached (within the database) to each risk to record more detailed information related to risk planning, tracking and control activities.  

The MDM database also allows the risk manager and risk owners to update “real-time” risk changes/additions during their scheduled monthly risk review meetings, thereby contributing to the overall efficiency of the Core Financial Project.   The highest risks are reported in the Monthly Status Report (MSR) that is sent to Headquarters.

10.0
Risk Management Commitment and Effectiveness

This Risk Management Plan represents the Core Financial Project’s commitment to the identification, analysis, tracking and mitigation of project risks.  The Project Manager will report risk mitigation status as part of the periodic status reporting process.  The Core Financial Project Manager, working in conjunction with the Implementation Contractor, has identified the top project risks recognized during project formulation (reference Appendix A).  Mitigation strategies have been incorporated into the Core Financial Project Risk Management Plan.
Effectiveness of risk management is assessed continuously by the Project Manager and external advisors as well as oversight bodies.  These resources will also assess the execution of the contingency plan when necessary.  An important component of the Risk Management Plan is the identification of metrics to determine management commitment and the effectiveness of risk management procedures.  Performance measures will be examined periodically (the timing and frequency are left to the Core Financial Project Manager’s discretion, but changes will be examined at least monthly).  This risk management component will also track the whole process to evaluate its performance.  Appendix D presents the performance measures identified for this task.

11.0
Descope Approach

The Core Financial Project could require descoping based on the need to reduce/control cost, complexity or schedule.    Each trigger should be assessed independently to determine the objective of the descope and the resulting strategy.  In the event that the Core Financial Project should require descoping, the strategy to be employed would vary depending upon which phase of the project life cycle was in process at the time.  During the Agency Design Phase, the Project Team would identify candidate requirements for descoping.  Requirements would be assessed based upon their relative degree of contribution to the achievement of the Core Financial functional drivers, or to the fulfillment of regulatory or legal requirements.  During the Pilot Center Implementation Phase, priorities for interface development and data conversion volumes would be assessed for descope opportunities.  During the Agency Rollout Phase, extending the Center implementations over a longer period of time would be considered to accommodate budgetary and other resource constraints.  
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APPENDIX A:  Assessment of the Top Core Financial Project Risks Sorted by Severity

	ID
	Risk Statement
	Mitigation Strategy
	Impact Category


	Original Probability (P)
	Original Impact

(I)
	Original Severity

(P x I)
	Timeline
	Project

Phase/


	Risk Owner

	1
	NASA mandates changes to the Implementation Contractor's methodology and best practices to suit our paradigm or accommodate differing objectives; resulting in unnecessary duplications, rework and inefficiencies in accomplishing required tasks.
	1.  Adopt Implementor's proven work plan (WBS) for project management as defined during the Understanding Phase.
	Schedule
	High

(3)
	High

(3)
	High

(9)
	Near-term
	All
	Core Financial Project Manager,

Pamela Cucarola



	2
	Inability for adaptation of processes to leverage capabilities of COTS software; may result in excessive bolt-ons, extensions and/or modifications to the system which could cause schedule slips, cost overruns, and result in inadequate testing time.
	1. Staff process design lead with experienced Implementation Contractor with deep COTS financials implementation experience.

2. Assign center accounting representatives to the Agency Process team and integrate with Agency Design Team to develop processes.

3. Staff Implementation Contractor lead positions with a resource with strong facilitation and communication skills.

4. Adopt COTS processes as the standard; develop business cases to justify divergences.
	Integration/

Technical
	High

(3)
	High

(3)
	High

(9)
	Near-term
	Agency 

Design
	Core Financial Project Functional & Transition Management Lead, 

Kathy Shockley



	4
	Inadequate Data Conversion planning, resulting in inaccurate data or lack of data required to meet processing requirements and internal/external reporting requirements.

	1.  Begin data conversion scope definition, data analysis and mapping, and conversion approach activities early in Agency Design phase.

2.  Balance and reconcile conversion across enterprise applications.

3.  Conduct concerted data cleansing effort and mock conversions.

4.  Conduct system and integration testing with converted data.
	Mission Success
	High

(3)
	High

(3)
	High

(9)
	Mid-term
	Pilot Center 

Implementation


	Core Financial Project Risk Manager, Donna Smith

	6


	Integration of activities across various parties on which the schedule is dependent, for example:  Interfaces for integration testing; data not available for cleansing and conversion; users not available for training resulting in duplicating of tasks or lack of accomplishment of required tasks.
	1.  Identify dependencies in the project work plan/schedule.

2.  Establish requirements for 3rd parties and communicate them early.

3.  Negotiate commitments and secure agreements/MOUs.
	Schedule
	High

(3)
	High

(3)
	High

(9)
	Mid-term
	Pilot Center 

Implementation


	Implementation Contractor Project Manager, Chuck Harris

	20
	Lack of data or inaccurate data; resulting in data conversion execution not meeting processing requirements and internal and external reporting requirements.  
	1.  Begin data analysis and mapping activities early in Pilot Center Implementation phase.

2.  Balance and reconcile conversion across enterprise applications.

3.  Conduct mock conversions.

4.  Define detailed reconciliation procedures.

5.  Conduct system and integration testing with converted data.
	Mission Success
	High

(3)
	High

(3)
	High

(9)
	Mid-term
	Pilot Center 

Implementation 


	Core Financial Project Risk Manager, Donna Smith

	5
	Concurrent activities not being managed properly during Rollout; resulting in schedule delays and unnecessary rework.
	1.  Develop a rollout strategy and approach during agency design.

 2.  Establish center representation on the Rollout Integrated Product team to coordinate plans and activities. 

3. Designate rollout teams and site champions for each center.


	Schedule
	High

(3)
	High

(3)
	High

(9)
	Far-term
	Agency Rollout
	Core Financial Project Risk Manager, Donna Smith

	22
	Inadequate Data Conversion planning, resulting in inaccurate data or lack of data required to meet processing requirements and internal/external reporting requirements.
	1.  Begin data conversion scope definition and conversion approach activities early in Agency Design Phase utilizing Agency Conversion Strategy.

2.  Balance and reconcile conversion across enterprise applications.

3.  Conduct concerted data cleansing effort.
	Mission Success
	High

(3)
	High

(3)
	High

(9)
	Far-term
	Agency Rollout
	Core Financial Project Risk Manager, Donna Smith

	23
	Lack of data or inaccurate data; resulting in data conversion execution not meeting processing requirements and internal and external reporting requirements.  
	1.  Begin data conversion and mapping early in the Center Implementation phase.

2.  Balance and reconcile conversion across enterprise applications.

3.  Conduct mock conversions.

4.  Define detailed reconciliation procedures.

5.  Conduct system and integration testing with converted data.
	Mission Success
	High

(3)
	High

(3)
	High

(9)
	Far-term
	Agency Rollout
	Core Financial Project Risk Manager, Donna Smith

	11
	Unable to obtain final decisions on functional issues in a timely manner, resulting in schedule delays and unnecessary rework.
	1.  Identify problems as they arise to Program Management and Agency CFO.
	Schedule
	Medium

(2)
	High

(3)
	High

(6)
	Near-term
	All
	Core Financial Project Manager, Pamela Cucarola



	12
	Excessive mandates by NASA Program Management; resulting in lack of control of the cost, schedule and technical performance of the Project.
	1.  Develop and retain open communication lines with upper management.

2.  Prioritize activities based on criticality to project success.
	Schedule
	Medium

(2)
	High

(3)
	High

(6)
	Near-term
	All
	Core Financial Project Manager, Pamela Cucarola



	14
	Unexpected loss of key project personnel due to attrition, illness, burnout, etc. may result in schedule delays while new personnel are acquired and trained.


	1.  Provide realistic schedule that incorporates “balance” to minimize burnout.

2.  Provide professional growth opportunities.

3.    Provide competitive compensation with incentives.

4.    Establish back ups for key team positions.
	Schedule
	Medium

(2)


	High

(3)
	High

(6)
	Near-term
	All
	Core Financial Project Manager, Pamela Cucarola



	17
	Lack of Process Owners Buy-In; System not accepted, resulting in IFM Mission not being accomplished.


	1.  Implement strong change management and communications program.

2.  Implement Integrated Agency Design Team and Agency Process Team to facilitate collaboration.

3.  Ensure process owners have representation on steering committee.
	Mission Success
	Medium

(2)
	High

(3)
	High

(6)
	Near-term
	All
	Core Financial Project Change Management Lead, Kathey Nabors



	9
	The strategy for defining and maintaining the business and applications architecture may be inadequately defined and executed, resulting in business architecture driven processes that are ineffective or, worse case, disruptive.
	The Integration Project will ensure adequate visibility and review of the Business Architecture and will prototype early usage of the architecture processes with the pathfinder projects.
	Mission Success
	Medium

(2)
	High

(3)
	High

(6)
	Near-term
	Agency Design
	Integration Project Manager, 

Jonathan Pettus

	32
	May not be able to distribute and maintain configuration control in client software; NASA's flexibility to implement new versions, or require more direct and frequent end-user support will be limited.


	The IFMP Integration Project will engage the Agency Desktop Service providers through the PcIT arm of the Agency CIO to develop an effective and manageable client-side software distribution and maintenance capability.  In doing this, the IFMP Integration Project will define requirements for each module addressing client-side software.  This risk is further mitigated by the continued focus on deploying "thin" or "light" client-side elements for all IFM Program modules.
	Integration/

Technical
	Medium

(2)
	High

(3)
	High

(6)
	Near-term
	Agency Design
	Integration Project, Randy Sparkman

	33
	The Integration Contractor may lack sufficient SAP skill and expertise, resulting in an inability to effectively support implementation tasks or fully utilize full SAP potential.
	The Integration Project will closely monitor contractor skill sets and establish interim assessment opportunities and ensure open contractor communication.
	Integration/

Technical
	Medium

 (2)
	High

(3)
	High

(6)
	Near-term
	Agency Design
	Integration Project Manager, Jonathan Pettus

	34
	Information created or stored in deployed IFM modules may not be easily accessible by end-users; Loss of functionality and less than optimal decision making capability.
	The IFMP Integration Project will develop and implement an integrated end-user “portal” and data warehousing strategy to ensure that all required functional data elements are available to NASA IFM Program end-users.  This strategy will be implemented over the life cycle of the Program as Modules are deployed.
	Mission Success
	Medium

(2)
	High

(3)
	High 

(6)
	Near-term
	Agency Design
	Integration Project, Anita Webster

	35
	NASA legacy applications may not be successfully integrated with SAP; resulting in Schedule delays and eventual project failure
	The Integration Project will define an integration methodology and organization structure which includes participation from all application owners and Core Financial Implementation Contractors.  The Integration Project will also acquire and utilize an Enterprise Application Integration tool  to enable  SAP/Legacy Integration.
	Integration/ Technical
	Medium

(2)
	High

(3)
	High

(6)
	Near-term
	Agency Design
	Integration Project Manager, Jonathan Pettus

	8
	May fail to define and transition to the necessary operation model to support the new system; resulting in less than adequate sustaining support and a degradation in business performance.
	The establishment of an operational approach based on the Competency Center Model that clearly defines the roles for the various levels of operations, along with an operational transition plan developed by the Module Projects Steering Committee, Integration Project, and each Module Project will ensure effective sustaining support during the transition.
	Mission Success
	Medium

(2)
	High

(3)
	High

(6)
	Mid-term
	Pilot Center 

Implementation


	Integration Project Manager, 

Jonathan Pettus

	19
	Lack of user acceptance of new system and business processes; Systems and process are not accepted, resulting in failure to realize the full benefits.
	1.  Conduct effective requirements definition and verification. 

2.  Secure user involvement throughout the process.

3.  Establish Incremental process owner commit points milestones.

4.  Implement a strong communications program.

5.  Implement a strong training program.
	Mission Success
	Medium

(2)
	High

(3)
	High

(6)
	Mid-term
	Pilot Center 

Implementation  
	Core Financial Project Change Management Lead, Kathey Nabors



	13
	System performance and stability may be unacceptable as a combination of users and data are added to the system; IFM Systems may impact end-user productivity or result in failure of system to address required functionality.
	The Integration Project will develop specific scalability and performance test plans and metrics and to help maximize the efficient operation of the integrated NASA Enterprise Resource Planning ( ERP) modules.
	Integration /Technical
	Medium

(2)
	High 

(3)
	High 

(6)
	Mid-term
	Pilot Center Implementation 


	Integration Project Manager, 

Jonathan Pettus



	10
	Additional identification of gaps based on increased understanding of software capabilities; resulting in repetition of configuration tasks; additional process changes and extensions, or bolt-ons resulting in schedule delays and rework.


	1. Use conference room pilots to confirm gaps and assess alternatives.

2. Staff conference room pilot team with experienced resources.

3. Implement integrated teams in conjunction with Agency Design Teams to leverage NASA and the Implementation Contractors functional and ERP knowledge.

Participation of software provider on key software functional capability issues.
	Schedule
	Medium

(2)
	High

(3)
	High

(6)
	Mid-term
	Pilot Center 

Implementation


	Agency Process Team Lead, Kathy Shockley

	21
	Inaccurate data conversion, workforce not properly trained and technical infrastructure not being ready; new system implementation will not be accomplished at Centers.
	The Core Financial Project will conduct a broad set of cutover activities such as:  workforce training, application data conversion, technical infrastructure readiness and contract readiness assessments and will also establish center cutover team and champion.
	Mission Success
	Medium

(2)
	Medium

(3)
	High

(6)
	Far-term
	Agency Rollout
	Core Financial Project Control Lead, Terry Whaley

	15
	Integration of activities across various parties on which the schedule is dependent, for example:  Development environment architecture definition resulting in duplication of tasks or lack of accomplishments of required tasks.
	1. Identify dependencies in the project work plan/schedule.

2. Establish requirements for 3rd parties and communicate them early.

3. Negotiate commitments and secure agreements/MOU's.
	Schedule
	Medium

(2)
	Medium

(2)
	Medium

(4)
	Near-term
	Agency Design
	Implementation Contractor Project Manager, 

Chuck Harris



	16
	Requirements for identification, analysis and management were not clearly defined, resulting in Project experiencing scope creep.  
	1. Baseline requirements during the understanding phase.

2. Implement requirements/change process.
	Mission Success
	Medium

(2)
	Medium

(2)
	Medium

(4)
	Near-term
	Agency 

Design
	Agency Process Team Lead,

Kathy Shockley



	18
	Inaccurate data conversion, workforce not properly trained and technical infrastructure not being ready; new system implementation will not be accomplished at the Pilot Center.
	The Core Financial Project will conduct a broad set of cutover activities (e.g., workforce training, application data conversion, technical infrastructure readiness) and conduct readiness assessments and establish pilot cutover team and champion.
	Mission Success
	Medium

(2)
	Medium

(2)
	Medium

(4)
	Mid-term
	Pilot Center 

Implementation


	Core Financial Project Control Lead, Terry Whaley




APPENDIX B:  Risk Identification/Analysis Tools and Techniques

Effective risk identification and risk assessment is the critical first step in an effective risk management program.  If risks are not identified and dealt with early, they often appear later as real problems that must be dealt with in a reactive sense, often with significant cost, schedule and performance consequences.  The IFM Program risk management approach is to proactively identify risks, focus on critical elements, and then have effective strategies that, when implemented, manage risk on an equal footing with cost, schedule and performance.  In order to ensure a comprehensive assessment of potential risk, each project should be evaluated from two perspectives:

(1) A Top-Down assessment from a mission success perspective and

(2) A Bottoms-Up assessment that concentrates on the individual contributors to risk.

Under both approaches, the specific technique employed by the project can vary significantly in terms of fidelity and structure.  Every effort should be made to ensure a comprehensive and formal assessment of risk.  

Top-Down

A top-down approach should focus on mission success and identify those attributes of the project that are necessary for success.  The analysis can focus on schedule events, working backwards from success through the start of the program, or specific functions that need to be accomplished in order to successfully implement the project.   Initially the focus is less on how an event could happen and more on identifying events that, through historical perspective or logical dependency, could have significant impact on the potential for success.  This then provides a basis for analyzing potential root causes, likelihood, severity and mitigation approaches.  Benchmarking and lessons learned are often very useful tools to facilitate the analysis.  Fault Tree Analysis (FTA) is a more formal approach to defining events and providing a structure for analysis of vulnerability and consequences.

Bottoms-Up

A bottoms-up approach involves the expression of the project as a detailed set of events or activities followed by the identification and mitigation of potential causes of failure.  This approach is structured around the lowest elements of the project, either in a functional work breakdown structure sense or in terms of sequence of events to reach a result.  Individual risk is evaluated and then aggregated to establish collective risk to determine project vulnerability.  For example, a sub process in the Core Financial software that has significant gaps in functionality has higher technical risk than one where the native software code fully supports the “go to” process requirements.  In a similar manner, a sub process that is fully supported by the software but represents a significant process change has a higher change management risk.  In both cases, high-risk items can be identified—their contribution to project success evaluated and mitigation strategies developed.

Lessons Learned Libraries

The IFM Program has established a Benchmarking Resource Library (BRL) to house and make available lessons learned and best practices regarding historical IFMP projects, other NASA projects of similar size, and industry best practices.  This library and the NASA lessons learned database can be important information resources to help identify potential risks and successful mitigation strategies.  

In addition to the program level BRL, each of the major program support contractors (Booz-Allen Hamilton, the program support contractor; Computer Sciences Corporation, the integration contractor; and Gartner, the independent assessment contractor) maintains an independent resources library for lessons learned and best practices that is directly applicable to IFMP-type projects.

Fault Tree Analysis Technique

FTA is a deductive, top-down method of analyzing system design and performance.  It involves specifying a top event to analyze, followed by identifying all of the associated elements in the system that could cause that top event to occur.  

For the purpose of the model, a risk is defined as an event, situation, or condition potentially having a negative impact on the top-level event, which in this case is “Core Financial Project’s implementation is not successful.”  The model FTA applies these risks across the project life cycle phases (starting from the earliest):

· Acquisition/Formulation

· Agency Design

· Pilot Center Implementation

· Agency Rollout

FTA as a Risk Identification Tool

FTA provides better information for decision making by identifying new risks.  By isolating individual risks or risk events on a fault tree, it is easier to determine entirely new, though still related, risks.  

Identifying Risk Responses and Determining Their Effectiveness with FTA
The FTA’s greatest strength lies in its ability to identify risk responses.  Because its top-down configuration focuses on specific functions that need to be accomplished within the Core Financial Project in order to successfully achieve the top event, the FTA allows assessors to focus on contingency planning for each risk event on the tree.  For example, in order to successfully convert all of the legacy data, assessors can examine the tree for lower-level risk events that could cause a failed conversion.  A risk response’s effectiveness can be determined by its ability to mitigate each of these lower-order events.

[image: image32.wmf]
Using FTA to Determine Risk Impacts
FTA enables assessors to determine the impact of identified risks.  The mapping capability offered by the FTA allows the impact of a risk event to be understood on a broader level within the scope of the project.  By using the fault tree, impacts can easily be traced from certain risk events.  For example, in the model, not identifying specific transition data structures and tools is a critical factor in a failed data conversion.  A failed data conversion, in turn, is a critical factor in a module not passing its integration test.  This progression of events allows assessors to determine not only the impact of a realized risk (or combination of realized risks), but also the severity of impact.
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APPENDIX C:  Risk Communicating and Reporting[image: image35.wmf]
APPENDIX D:  Performance Measures for Core Financial Risk Management Process

	Component
	Desired Result
	Performance Measure
	Target
	Timing/

Frequency
	Data Source

	Respond to Risks
	Response determined for all analyzed risks
	% of analyzed risks for which a response was determined

% of analyzed risks for which the response was accepted 
	100%

85%
	Once initially, then at each tracking iteration
	Core Financial Project Risk Management

	
	Plans developed for controlled risks
	% of risk mitigation or contingency plans completed

% of risk mitigation or contingency plans approved
	100%

85%
	Monthly evaluation
	

	
	Plans implemented
	% plans implemented
	According to plan but 100% before impact 
	Monthly evaluation
	

	Evaluate Response Effectiveness
	Responses evaluated for effectiveness 
	% of responses evaluated for timeliness

% of responses evaluated for meeting objectives
	100%

95 %
	At plan completion
	Core Financial Project Risk Management

	Document, Track, and Communicate the Risk Management
	Plans documented and communicated
	% of plans documented

% of plans communicated
	100%

95 %
	At plan completion
	Core Financial Project Risk Management

	
	Risks identified documented
	% risks documented (from those identified)
	100%


	Risk database
	

	
	Plans are executed and implemented
	% of total decisions/actions taken by deadline dates

% deviation of actual from planned implementation completion dates
	95%

< 5 %


	Monthly evaluation
	

	
	Risks with non-effective responses are revisited
	% of risks with non-effective responses re-analyzed and going through another iteration
	100%
	Monthly evaluation
	


APPENDIX E:  List of Acronyms

	BRL
	Benchmarking Resource Library

	CCR
	Change Control Request

	CFO
	Chief Financial Officer

	COTS
	Commercial Off-the-Shelf

	DB
	Database

	DCN
	Document Change Notice

	ERP
	Enterprise Resource Planning

	FTA
	Fault Tree Analysis

	IA
	Independent Assessment 

	IAR
	Independent Assessment Review

	IT
	Information Technology 

	IDA
	Interface Definition Agreement

	IFM
	Integrated Financial Management 

	IFMP
	Integrated Financial Management Program

	MDM
	Method Delivery Manager

	MOU
	Memorandum of Understanding

	MSFC
	Marshall Space Flight Center

	MSR
	Monthly Status Report

	NAR
	Non-Advocate Review

	NPG
	NASA Procedures and Guidelines

	PMC
	Program Management Council

	SEI
	Software Engineering Institute

	WBS
	Work Breakdown Structure
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To successfully convert all legacy data, a risk response must address each of the following risk events
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