
[image: image1.wmf] 

Marshall Space Flight Center

 

Huntsville, Alabama

 

National Aeronautics and

 

Space Administration

 


Office of the Chief Financial Officer
[image: image3.wmf]
[image: image4.wmf]Integrated Financial Management Program

Core Financial Project 

Employee Entrance/Exit and 

Visitor Processing


Document Number: RS02-0WI-02

May 23, 2001

Revision 1


[image: image40.png]



[image: image5.wmf]
[image: image2.png]Core Financial Project Employee Entrance/Exit
And Visitor Processing

Revision 1
May 15, 2001

Submitted By: i:fa/ﬂz - 5254/
Kathy L. Blevins, Qualis®§ Process Coordinator Date
Conenrrence: Tzasy A oliaty Sl
Terry J. Whaley, Project igement, Quality Assurance Date

and Systems Engineering Team Lead

Approval By:

5 l.;a Jot
Pamela H. Cucarola, Core Financial Project Manager Date




Change Information Page

	Document Number
	Status/Issue
	Publication Date

	Revision 1
	The purpose of this revision is to: 

1) Add references to Temporary Core Financial Form 202, “SAP User ID Request Form”, to Sections 2.3; 3.5; 5.0; 5.1.1; 5.1.3; 7.0; Appendix A-1, paragraph 3; Appendix A-2, paragraph 5; Appendix A-3, paragraph 6; and CF Form 108.

2) Delete Section 5.2.2, titled “Systems, Applications and Projects in Data Processing (SAP) Graphical User Interface (GUI),” in its entirety and replace with Section 5.2.2, titled, “Systems, Applications and Products in Data Processing (SAP) and Installation of Graphical User Interface (GUI).” 

3) Add the following sections to Appendices A-1 through A-3:

· Appendix A-1, paragraph 4 is added to reference Temporary CF Form 202.

· Appendix A-2, paragraph 5, is added to reference Temporary CF Form 202.

· Appendix A-3, paragraph 7 is added to reference Temporary CF Form 202.

4) Revise CF Form 200, “Limited Access Electronic Information Systems” to eliminate Section IV, “SAP Access.”

5) Revise CF Form 107, “Employee Exit.”
	May 15, 2000
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1.0
Purpose

The purpose of this instruction is to (1) document the roles and responsibilities for gaining entry to the limited access Integrated Financial Management (IFM) Program NASA facility located at 655 Discovery Drive, and to the Marshall Space Flight Center (MSFC); (2) document the roles and responsibilities for gaining entry to limited access electronic information systems necessary to perform tasks for the Core Financial Project; (3) document the process for employees leaving the Core Financial Project; (4) and provide employee information packages with sufficient information to ensure new employees and visitors have a smooth transition and avoid unnecessary administrative burden.

2.0
NASA Civil service employees—instructions FOR PROCESSING NASA Civil Service EMPLOYEES STATIONED AT offsite FACILITY

2.1
Receptionist

The NASA/MSFC employee stationed at the facility will gain floor access through the Receptionist.  The Receptionist will give the employee a package containing the appropriate forms and instructions (Appendix A-1) that will ensure the employee is given directions or escorted to his/her new location.  The Receptionist will obtain the completed forms from the employee as outlined in Appendix A-1 and forward as specified in this instruction. The Receptionist will ensure that the employee’s name is added to the Core Financial Project team’s electronic roster (see Appendix B: Employee Roster Template) upon arrival, and that the roster is updated with employee information as necessary. 

2.2
Employee

The employee will complete the forms attached to the package, obtain signatures of supervisors or team leads as appropriate, and return the completed forms to the Receptionist as outlined in the instructions.

2.3
Supervisor/Team Lead

The employee’s supervisor or team lead, as appropriate, will ensure that the CF Form 108, “Employee Entrance Form,” is completed prior to the new employee’s arrival and forwarded to the Receptionist along with CF Form 100, “Facilities Access Request,” CF Form 200, “Limited Access Electronic Information Systems Request,” and Temporary CF Form 202, “SAP User ID Request Form.”  The CF Form 108, “Employee Entrance Form” serves as a checklist to supervisors/team leads/managers to ensure that appropriate forms and other information are gathered for each employee and to provide the Receptionist and Facility Manager information to facilitate a smooth entrance for each new employee.  

NASA civil service employees will be given a package of forms by the Receptionist under cover of Appendix A-1 of this instruction.  For MSFC employees, the supervisor/team lead shall ensure that forms in the package are completed (if not previously completed in accordance with CF Form 108) and dispositioned in accordance with the instructions.

2.4
Facility Manager

The Facility Manager will distribute the floor temporary access card to the Receptionist with a properly executed CF Form 100, “Facilities Access Request.” The Facility Manager will forward pertinent information to the MSFC Security Office so the MSFC employee may gain permanent access through his/her MSFC proximity badge.  The Facility Manager will be notified by the MSFC Security Office that the MSFC employee’s badge has been activated; the Facility Manager will notify the MSFC employee via e-mail to return the temporary badge.  NASA civil service employees from other Centers will continue to use their temporary access cards for floor access.  The Facility Manager documents and tracks floor access badges and building access badges.

3.0
Contractor employees—instructions for processing contractor employees stationed at offsite facility

3.1
Receptionist

The contractor employee to be stationed at the facility will gain floor access through the Receptionist.  The Receptionist will inquire whether the employee is a U.S. citizen. The employee will be given forms to complete under cover of Appendix A-2 or A-3, depending on whether or not the employee is a U.S. citizen. If the employee is a U.S. citizen, a copy of his/her driver’s license will be obtained. The Receptionist will ensure that the employee is given directions or escorted, as appropriate, to his/her new location.  The Receptionist will obtain the completed forms from the employee or supervisor as outlined in the instructions, and disposition as specified on each form.

3.2
Contractor Employee (U.S. Citizen)

The employee will comply with the Receptionist’s request to copy his/her driver’s license and follow the Appendix A-2 instructions in the employee package titled, “Core Financial Project Contractor Employee Instruction Package (U.S. Citizen),” obtaining supervisory signatures as requested and returning the forms to the Receptionist as outlined in the package. 

3.3
Contractor Employee (Foreign National) Entering and Re-Entering

Contractor employees working at the facility who are not U.S. citizens will be escorted, upon arrival, by their NASA or contractor point of contact (POC)/sponsor or escort in accordance with MPG 1371.1, “Procedures and Guidelines for Processing Foreign Visitor Requests.”  The employee will receive the package titled “Core Financial Project Contractor Employee Instruction Package (Foreign National),” follow the enclosed instruction sheet (Appendix A-3), and complete the attached forms. The employee will return the completed forms to the Receptionist as outlined in the package.

3.4
Point of Contact/Sponsor for Foreign Nationals 

As stated in MPG 1371.1, “The Point-Of-Contact for the visit (Foreign National) will review and concur or non-concur on all requests for visits by foreign nationals or foreign representatives sent to his or her organization by the International Visit Coordinator.  If the Point-of-Contact agrees to sponsor a foreign national or foreign representative visitor, he or she is responsible for ensuring compliance with badging, personnel escorts, export control requirements, and for ensuring the visitor is given access only to those areas, facilities, and IT systems which have been approved by the Center Export Representative and the International Visit Coordinator as evidenced by the completed MSFC Form 4336, “Foreign National/Foreign Representative Visit Request.”  The POC/Sponsor will determine the particular MSFC areas/facilities/IT systems involved in the requested visit; and, will coordinate with representatives for these areas/facilities, or the NASA line managers for any IT systems requested for access by the visitor.”
3.5
Supervisor/Team Lead or Point of Contact/Sponsor 

The employee’s supervisor or team lead, as appropriate, will ensure that the CF Form 108, “Employee Entrance Form,” is completed prior to the new employee’s arrival and forwarded to the Receptionist along with CF Form 100, “Facilities Access Request,” CF Form 200, “Limited Access Electronic Systems Request,” and Temporary CF Form 202, “SAP User ID Request Form.”  The CF Form 108, “Employee Entrance Form” serves as a checklist to supervisors/team leads/managers to ensure that appropriate forms and other information are gathered for each employee and to provide the Receptionist and Facility Manager information to accomplish a smooth entrance for each new employee.  

Contractor employees will be given a package by the Receptionist titled, “Core Financial Project Contractor Employee Instruction Package (U.S. Citizen),” or “Core Financial Project Contractor Employee and Visitor Instruction Package (Foreign National),” as appropriate.  Please ensure that forms in the package are completed (if not previously completed in accordance with CF Form 108) and disposition in accordance with the instructions. 

The supervisor/team lead or POC/sponsor shall ensure that all foreign nationals have a POC and are escorted in accordance with MPG 1371.1, “Foreign National/Foreign Representative Visit Request.”

For convenience, when Foreign Nationals must access the MSFC on-site facility, the Point of Contact /Sponsor should call the MSFC Security Office and let them know.  MSFC Security will add the employee to the Gate Roster to preclude the employee having to be detained at the gate.

In instances where the Core Financial Project has previously employed a foreign national employee and all relative paperwork has been completed and approved by the MSFC Security Office, the employee can be re-admitted to the facility for employment without resubmitting the paperwork. The employees’ sponsor would be required to e-mail the MSFC Security Office when the foreign national employee’s duties are terminated, retain the employee’s badge, then e-mail the MSFC Security Office when the employee returns to duty. 

3.6
Facility Manager

The Facility Manager will distribute the floor temporary access card to the Receptionist with a properly executed CF Form 100, “Facilities Access Request.”  Contractor employees will continue to use their temporary access badges for floor access until permanent badges with proximity access can be attained through MSFC Security.  The Facility Manager documents and tracks floor access badges and building access badges.

4.0
visitors—instructions for processing visitors to the offsite facility

4.1
Receptionist

Visitors to the facility will gain floor access through the Receptionist.  The Receptionist will require identification to determine whether the visitor is a NASA or contractor employee, and whether the visitor is a U.S. citizen. After the Receptionist is assured of citizenship considerations, the visitor will sign the visitor roster and be given directions or be escorted to his/her POC/sponsor or escort, as appropriate.  The Receptionist will issue and track all official MSFC visitor badges.

4.2
Visitor—NASA Employee

Visitors who are NASA employees will sign the visitor roster in the reception area and be given temporary access cards as necessary.

4.3
Visitor—Contractor Employee (U.S. Citizen)

Contractor employees who are U.S. citizens and visiting the facility will sign the visitor’s roster, and then be issued an MSFC visitor’s badge upon request of the visitor’s sponsor.  The visitor will return the MSFC visitor’s badge at the end of his/her visit.

4.4
Visitor—Contractor Employee (Foreign National)

Contractor employees or other persons who are not U.S. citizens and visiting the facility will be escorted, upon arrival, by their NASA or contractor POC/sponsor or escort in accordance with MPG 1371.1, “Procedures and Guidelines for Processing Foreign Visitor Requests.”  

4.5
Point of Contact/Sponsor (Foreign National)

As stated in MPG 1371.1, “The Point-Of-Contact for the visit (Foreign National) will review and concur or non-concur on all requests for visits by foreign nationals or foreign representatives sent to his or her organization by the International Visit Coordinator.  If the Point-of-Contact agrees to sponsor a foreign national or foreign representative visitor, he or she is responsible for ensuring compliance with badging, personnel escorts, and export control requirements, and for ensuring the visitor is given access only to those areas, facilities, and IT systems which have been approved by the Center Export Representative and the International Visit Coordinator as evidenced by the completed MSFC Form 4336, “Foreign National/Foreign Representative Visit Request.”  The POC/Sponsor will determine the particular MSFC areas/facilities/IT systems involved in the requested visit; and, will coordinate with representatives for these areas/facilities, or the NASA line managers for any IT systems requested for access by the visitor.”  The POC/sponsor is responsible for ensuring visitor’s badges are returned to the Receptionist at the end of the visit.

4.6
Point of Contact/Sponsor—Visitor 

Each visitor to the facility will have a primary sponsor or POC. The POC will determine whether the visitor receives a visitor’s badge and/or access card, and contact the Receptionist accordingly. The sponsor/POC will ensure the visitor’s badge and/or access card are returned to the Receptionist at the end of the visit.

4.7
Point of Contact/Sponsor—Large Groups of Visitors

POC’s or sponsors for large groups of visitors (five or more) should coordinate the visit through the Receptionist.  Please complete the CF Form 109, “Visitors—Large Groups,” and forward copies to the Receptionist in advance of the visit. The sponsor should arrange with the Receptionist for working or meeting space, visitor badges, and any special considerations, such as with foreign nationals. The POC/sponsor is responsible for returning visitors’ badges at the end of the visit.
5.0
ENTRY TO LIMITED ACCESS ELECTRONIC SYSTEMS

NASA and contractor employees performing the day-to-day tasks required by the Core Financial Project will require entry to limited access electronic systems such as Methods Delivery Manager (MDM); Systems, Applications and Products in Data Processing (SAP) Graphical User Interface (GUI); and the Core Financials folder on the Chief Financial Officer’s (CFO’s) shared drive and Core Financial Project internal web site, if applicable. The responsibilities for gaining access to these systems are outlined in this section.  The following MSFC and CF forms are included in the new employee packages and must be completed prior to the employee’s access of Core Financial electronic systems.

· MSFC Form 4194, “Computer Access Control System (CACS) User ID Request.” This form is used to provide the user with an identification account necessary for overall access to electronic systems within MSFC.  

· Core Financial Form 200, “Limited Access Electronic Information Systems Request.”  This form is used to gain access to all but SAP GUI systems used by the Core Financial Project for day-to-day activities. 
· Temporary CF Form 202, “SAP User ID Request Form.”  This form is used to gain access to SAP GUI. 

5.1
CACS Process 

5.1.1
Receptionist

The Receptionist will ensure that each new employee receives a package containing MSFC Form 4194, CF Form 200, and Temporary CF Form 202.  The Receptionist will properly disposition the executed CF Forms 200 and 202, and MSFC Form 4194 and annotate the dispositioning in the Core Financial Project team’s electronic roster.

5.1.2
Employee

The employee will complete the MSFC Form 4194, “Computer Access Control System (CACS) User ID Request.”  In many instances, the supervisor/team lead/or manager will already have completed portions of this form, and it will either be included in the employee package with those completed portions, or the supervisor will give it to the employee.  In instances where the form is in the package without the supervisor’s portion being completed, the employee will complete his/her portion and forward to the supervisor/team lead/or manager for completion and signature.  At this point, either the employee or the supervisor/team lead/manager will forward this form to the Receptionist for dispositioning to the CACS security administrator.  The administrator will create an account based upon the information provided in the MSFC Form 4194.

5.1.3
Supervisor/Team Lead/Manager and Contracting Officer’s (COTR’s) Technical Representative

The supervisor/team lead/manager will ensure that the MSFC Form 4194 is properly executed and forwarded to the Receptionist for dispositioning.  It is preferable to complete the supervisory portions of this form prior to the employee’s arrival and forward to the Receptionist for inclusion in the new employee’s entrance package.

The Receptionist will forward the properly executed MSFC Form 4194 to the OAO Customer Service Specialist (CSS) for review.  Upon completion of this review, the CSS will return the form to the Receptionist. 

The Project Management, Quality Assurance, and Systems Engineering Team Lead will complete the signature process (including the COTR signature) and return to the Receptionist for dispositioning.

The supervisor/team lead/manager will determine the levels of electronic access the new employee will require and will complete the CF Form 200, “Limited Access Electronic Information Systems,” and Temporary CF Form 202, “SAP User ID Request Form.” These forms should be forwarded to the Receptionist for inclusion in the new employee’s entrance package. 

5.2
Core Financial Project’s Limited Electronic Systems Descriptions

5.2.1
Methods Delivery Manager (MDM) 
The MDM is a suite of Lotus Notes (the application on which MDM runs) databases that house project documentation, including process detail, training materials, and technical specifications. 

After a user ID has been established through the CACS process, requests for access to MDM and Lotus Notes will originate from team leads or supervisors, if appropriate. The form CF Form 200, “Limited Access Electronic Information Systems” should be completed, printed and signed by the team lead or supervisor as necessary. The form, both hard copy and electronic version, will then be given to the Receptionist for his/her records. The Receptionist will then forward the electronic version of the completed form to the MDM administrator. The MDM administrator will then forward the request to the Lotus Notes administrator. The Lotus Notes administrator will create a Lotus Notes user ID, then forward the ID via e-mail to the OAO CSS to trigger Lotus Notes installation. The MDM administrator will copy the OAO CSS on Lotus Notes user ID requests.  Once the Lotus Notes ID is received, the OAO CSS will install Lotus Notes and notify the MDM administrator upon completion. MDM installation will follow.

5.2.2
Systems, Applications and Products in Data Processing (SAP) and Installation of Graphical User Interface (GUI)

SAP GUI is software that resides on the end users’ desktop, providing the screens for entering or accessing Core Financial data. SAP user ID access and GUI software installation are obtained with the completion and execution of Temporary CF Form 202, “SAP User ID Request Form.” The software is installed by OAO CSS.

The user should complete the user specific questions on the SAP User ID Request Form.  Once the user completes and signs the request form, they should give it to their supervisor/team lead/manager. The supervisor/team lead/manager will recommend the appropriate level of access on CF form 202, sign the form and deliver it to the Receptionist for dispositioning. The Receptionist will obtain signatures from the NASA Core Financial Project Management staff as appropriate and forward to the Accenture Core Financial Process IPT Team Lead for authorization assignments.  Once this has been accomplished, the Receptionist will provide the completed/signed CF Form 202 to OAO CSS for installation of the software.  The completed form will then be routed to the CSC SAP security administrator for establishment of the SAP user ID. The CSC SAP security administrator will notify the user of the user ID and password and will e-mail the Receptionist to update the Employee Team Roster with the appropriate information. The CSC SAP security administrator will maintain the approved access form on file to assist in system audits.

For more information, refer to the document titled “SAP System Access Instructions,” located at <http://ipo.ifmp.nasa.gov> 

5.2.3
Core Financial Project Information Access 

After a user ID is established through the CACS process, the supervisor or team lead will send a request to the Receptionist for the new employee’s access to the Core Financials folder (on the CFO’s shared drive). The Receptionist will then submit the request to the Core Financials folder manager or owner.  Once access is established, the Core Financials folder manager or owner will notify the employee and the Receptionist.  

6.0
Employee exit process

This section outlines the exit process for MSFC and contractor employees leaving the Core Financial Project facility permanently.

6.1
MSFC Employees 

· The team lead/supervisor/manager will complete Sections I and II of CF Form 107 and forward to the Receptionist along with the employee’s temporary access badge (if any). 

· The Receptionist will then forward the CF Form 107 to the Facility Manager (along with the employee’s temporary access badge), with a copy of CF Form 107 to the OAO CSS, the CSC SAP security administrator, and the Accenture applications development lead. 

· The CSS will follow the supervisor’s instructions on CF Form 107 to delete access to Core Financial Project electronic information systems and purge the employee’s computer. 

· The employee will ensure that the organization he/she is moving to (the gaining organization) accomplishes the moving of equipment, supplies, etc., for the employee exit.  The employee should call the gaining organization’s administrative officer to begin this process.

· The Facility Manager will review MSFC Form 915, “Move Request” to ensure proper disposition of property and equipment, and will indicate the review of MSFC Form 915 on CF Form 107.

6.2
NASA Employees and Contractors 

· The team lead/supervisor/manager will complete Sections I and II of CF Form 107 and forward it to the Receptionist along with the employee’s temporary access badge (if any). 

· The team lead/supervisor/manager will ensure that CF Form 107 is properly executed and that the Receptionist receives a copy of the form along with the employee’s temporary access badge (if any). 

· The Receptionist will forward CF Form 107 to the Facility Manager (along with the temporary access badge), and a copy of CF Form 107 to the OAO CSS, the CSC SAP security administrator, and the Accenture applications development lead.

· The CSS will follow the supervisor’s instructions on CF Form 107 to delete access to the Core Financial Project’s electronic information systems and purge the employee’s computer, as necessary. 

· The supervisor/team lead/manager will complete the MSFC Form 4194, “Computer Access Control System (CACS) User ID Request,” to delete overall access to computer systems.  The supervisor/team lead/manager will ensure that the properly executed MSFC Form 4194 is forwarded to the Receptionist. The Receptionist will forward MSFC Form 4194 to the CSS for review.

· If the CSS review finds the MSFC Form 4194 complete and accurate, he/she will forward to the Project Management, Quality Assurance, and Systems Engineering Team Lead for signature. This individual will then execute the MSFC Form 4194 and forward to the Receptionist for dispositioning to the CSC security administrator.

· The Facility Manager will review MSFC Form 915, “Move Request,” to ensure proper disposition of property and equipment, and then will indicate the review of MSFC Form 915 on CF Form 107.

7.0
list of applicable forms

· CF Form 100—Facilities Access Request

· CF Form 107—Employee Exit Form

· CF Form 108—Employee Entrance Form

· CF Form 109—Visitors—Large Groups

· CF Form 200—Limited Access Electronic Information Systems

· CF Form 201—Employee Roster Template

· Temporary CF Form 202—SAP User ID Request Form

· MSFC Form 1739—Contractor Badge and Decal Application (available in hard copy from Receptionist)

· MSFC Form 915—Move Request— http://starbase.msfc.nasa.gov:8000/forms/forms.taf
· NASA Form 531—Name Check Request—ftp://ftp.hq.nasa.gov/forms/pdf/nf0531.pdf 

· MSFC Form 4194—Computer Access Control System (CACS) User ID Request—http://starbase.msfc.nasa.gov:8000/forms/forms.taf 

· MSFC Form 4336—Foreign National/Foreign Representative Visit Request—http://starbase.msfc.nasa.gov:8000/forms/forms.taf 

8.0
Quality Records

None.

APPENDIX A:  EMPLOYEE INSTRUCTIONS

A-1: NASA/MSFC Core Financial Project Employee Instruction Package

Welcome to the Core Financial Project

These instructions are applicable for all new Core Financial Project NASA or MSFC personnel working at the MSFC offsite facility at 655 Discovery Drive.

Complete the attached forms and disposition as directed:

1. MSFC Form 4194, “Computer Access Control System (CACS) User ID Request.” This form will be used to provide overall access to MSFC electronic information systems.

· Please complete Section I of this form. 

· Supervisor will complete Sections II and III.

· Return this form to the Receptionist.  

· Once your account is created, the security administrator will notify your immediate supervisor with a user ID and password.  

· You (the user) will be responsible for calling the system administrator (the number will be in the supervisor’s e-mail) for your password.

2. Core Financial Form 100, “Facilities Access Request.” This form is used to provide entrance to the IFMP floors.

· Please complete this form and return it to the Receptionist.  

· If you are a NASA employee from a Center other than MSFC, you will continue to use your temporary access badge for the duration of your stay. You will return the badge to the Receptionist or Facility Manager at the end of each visit.  

Note: This Building is open from 7 a.m. to 5 p.m. weekdays and is locked all day on weekends.  Building access cards can be issued on an “as-needed” basis by contacting the Receptionist or the Facility Manager.
3. Core Financial Form 200, “Limited Access Electronic Information Systems Request.” This form is used to provide entry to all but SAP GUI electronic information systems relied upon for daily Core Financial Project activities.

· Your supervisor will complete this form after MSFC Form 4194 is properly executed and the user ID obtained. 

· Your supervisor will return the form to the Receptionist for dispositioning.
4. Temporary Core Financial Form 202, “SAP User ID Request Form.” This form is used to provide access to SAP GUI. 

· Your supervisor will complete this form after MSFC Form 4194 is properly executed and the user ID obtained. 

· Your supervisor will return the form to the Receptionist for dispositioning.
A-2: Core Financial Project Contractor Employee Instruction Package (U.S.) Citizen

Welcome to the Core Financial Project

These instructions are applicable for all new U.S. citizen contractor personnel working at the MSFC offsite facility located at 655 Discovery Drive.

Complete the attached forms and disposition as directed:

1. MSFC Form 1739, “Contractor Badge and Decal Application.”  

· Please complete this form and return it to the contractor Facilities Security Officer (FSO).  

· The FSO normally escorts new employees to Building 4312 to obtain badges.  

· Decals are only obtained if you are expected to visit the onsite facility on a frequent basis.  

2. NASA Form 531, “Name Check Request.”  All employees requiring entry to limited access facilities must have this form on file with MSFC Security. This also requires fingerprinting.

· Naturalized citizens will include their U.S. Naturalization Number.

· Persons of dual citizenship must claim citizenship of one country.

· Persons claiming U.S. citizenship must have U.S. parentage or they must have a U.S. naturalization number. 

3. MSFC Form 4194, “Computer Access Control System (CACS) User ID Request.” This form will be used to provide overall access to MSFC electronic information systems.

· Please complete this form and submit it to your immediate supervisor for his/her signature. 

· When your account is created, the security administrator will notify your immediate supervisor with a user ID and password.  

· Return this form to the Receptionist.

· You (the user) will be responsible for calling the system administrator (the number will be in the supervisor’s e-mail) for your password.

4. Core Financial Form 100, “Facilities Access Request.” The IFMP facility floors are controlled access, and rooms can only be entered with an access card. This form will allow you to access these rooms.

· Please complete this form and return it, along with a copy of your driver’s license, to the Receptionist.  

· The Receptionist will retrieve an access card for you from the Core Financial Facility Manager and notify you to pick up your card.  

Note: This Building is open from 7 a.m. to 5 p.m. weekdays, and is locked all day on weekends.  Building access cards can be issued on an “as needed” basis by contacting the Receptionist or Facility Manager.  
5. Core Financial Form 200, “Limited Access Electronic Information Systems Request.” This form is used to provide entry to all but SAP GUI electronic information systems relied upon for daily Core Financial Project activities.

· Your supervisor will complete this form after the MSFC Form 4194 is properly executed and the user ID obtained.

· Your supervisor will ensure the return of the form to the Receptionist for dispositioning.
6. Temporary Core Financial Form 202, “SAP User ID Request Form.” This form is used to provide access to SAP GUI. 

· Your supervisor will complete this form after MSFC Form 4194 is properly executed and the user ID obtained. 

· Your supervisor will return the form to the Receptionist for dispositioning.
A-3: Core Financial Project Contractor Employee and Visitor Instruction Package (Foreign Nationals)

Welcome to the Core Financial Project

These instructions are applicable for all foreign national new contractor employees and visitors, working or visiting the MSFC offsite facility at 655 Discovery Drive.

· Upon arrival at the facility, the Receptionist will contact your POC/sponsor to ensure proper coordination with regard to MPG 1371.1, “Procedures and Guidelines for Processing Foreign Visitor Requests.”

· Your sponsor will have a properly executed Technology Control Risk Assessment Plan for Long-term International Visitors, as defined in MPG 1371.1, for your review and signature.  (This plan is not applicable to short-term visits.)

· Please have a properly executed passport with you.

· Please present your alien registration number and include the number in NASA Form 531.

In addition, please complete the attached forms and disposition as directed:

1. MSFC Form 4336, “Foreign National/Foreign Representative Visit Request.”

· Please give this form to your sponsor upon completion.  

· A copy of this form (for employees using electronic systems only) must be attached to the completed MSFC Form 4194, “Computer Access Control System (CACS) User ID Request.”
[image: image6.wmf]
2. MSFC Form 1739, “Contractor Badge and Decal Application.”  

· Complete this form and return to your sponsor for forwarding to the contractor Facilities Security Officer (FSO).  

· The FSO or sponsor will escort you to Building 4312 to obtain a badge.  

· Decals are only obtained if you expect to visit the onsite facility frequently.  
3. NASA Form 531, “Name Check Request.”  All employees needing entry to limited access facilities must have this form on file with MSFC Security. This also requires fingerprinting.

· Include alien registration (Green Card) number.

· Persons of dual citizenship must claim one country.

4. MSFC Form 4194, “Computer Access Control System (CACS) User ID Request.” This form will be used to provide overall access to MSFC electronic information systems.

· Please complete this form and submit it to your immediate supervisor for his/her signature.

· Return this form to the Receptionist.

· When your account is created, the security administrator will notify your immediate supervisor with a user ID and password.  

· You (the user) will be responsible for calling the system administrator (the number will be in the supervisor’s e-mail) for your password.  

· Please attach a fully executed copy of the MSFC Form 4336, “Foreign National/Foreign Representative Visit Request.” 

5. Core Financial Form 100, “Facilities Access Request.” The IFMP facility floors are controlled access, and rooms can only be entered with an access card. This form will allow you to access these rooms.

· Please complete this form and return it, along with a copy of your driver’s license, to the Receptionist.  

· The Receptionist will retrieve an access card for you from the Core Financial Facility Manager and notify you to pick up your card.  

Note: This building is open from 7 a.m. to 5 p.m. daily and is locked all day on weekends.  Building access cards can be issued on an “as needed” basis by contacting the Receptionist.  

6. Core Financial Form 200, “Limited Access Electronic Information Systems Request.” This form is used to provide entry to all but SAP GUI  electronic information systems relied upon for daily Core Financial Project activities.   

· Your supervisor will complete this form after MSFC Form 4194 is properly executed and the User ID obtained. 

· Your supervisor will ensure the form is returned to the Receptionist for dispositioning.  

7. Temporary Core Financial Form 202, “SAP User ID Request Form.” This form is used to provide access to SAP GUI. 

· Your supervisor will complete this form after MSFC Form 4194 is properly executed and the user ID obtained. 

· Your supervisor will return the form to the Receptionist for dispositioning.
APPENDIX B:  EMPLOYEE ROSTER TEMPLATE

                      B-1: Employee Roster Template

          (To be completed by Receptionist)
	Team Name
	Employee Name
	Company Name
	Role
	Shared Drive Access
	SAP GUI Access
	MDM
	Office Number
	Phone Number
	Facilities Badge--Permanent
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The following forms are applicable only to new contractor personnel employed at the facility:
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